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Go to: https://platform.supercyberkids.cu/

SuperCyberKids 0 Click here to register
on the platform

Click here to e ool achars ancysinglarmarsse (- NN
login if you are

already
registered

Online platform

Cybersecurity for Children: SuperCyberKids Project

Teaching cybersecurity has become crucial, with children spending more time online and the digital world

playing such an essential part in the lives of children and adults. SuperCyberKids addresses this need by O
creating a fun, game-based learning platform for kids aged 8 to 13 and their teachers. The platform

featlres two engaging cybersecurity games, and a wide range of supporting materials, such as lesson

plans, to help teachers pass on these vital skills.

To refine the approach, the project will test its content in four European pilots (in English, Italian, Estonian,
and German). Based on the results, a Handbook of good practices will be developed, including guidelines
for teachers, school heads, parents, and policymakers.

The project involves eight partners from five countries, including EU-level organisations like ECSO
(cybersecurity) and ESHA (school heads). Over fifty school heads and a hundred teachers will participate
directly in the pilots, ensuring valuable feedback and a broad impact.
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Enter your username, country

and email.
Username Country You will receive an email
e, . message with your TEMPORARY
Email password.
janedoe@mail.com
CAPTCHA Once you log in to the platform,

you will be asked to change the
password to one of your choice.
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Register

vsername (fequred You will need an INVITATION
CODE to register on the

Country (Required) p I atfo r m ]

Afghanistan

Email (Required)

Your Country reference
SuperCyberKids Manager will

provide you with this code.

Co-funded by
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;;E;? : If you have already
SUPER CYBER : registered on the
platform, enter your
(et : username and your

password.
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© Platformitems £ Community items = My Playlists & Profile €n (3] Fa & a I::'— v

This is the platform home page.

It shows a visual map of the PLATFORM ITEMS:
the 18 modules that make up the learning
resources on cybersecurity developed or
approved by SuperCyberKids.

It is divided into three focus areas, distinguished
by colour:

Technical Skills (green)

Social Skills (blue)

Integrated Skills (orange)

Technical Skill Focus
Social Skill Focus

Co-funded by
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In the top navigation bar you will find the platform’s main menu.
Click on the items in the menu to navigate the platform. Language selection

| i

Sy . ; \ d
© Platformitems B3 Community items = My Playlists & Profile En) It De Et ) Ay & jan];;e_

AN
SUPER CYBER
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Knowledge test

Data protection Cyber bullying

50% | %
=== — Integrated Skill Focus

Co-funded by
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Click here to view the tutorial on how to use

the platform Notifications

‘ ©n Platformitems B3 Community items = My Playlists & Profile En) It De Et EJ‘ éq & jan;:;)e_
SUPER CYBER

SEKIDS£7:=

E Knowledge test

Data protection Cyber bullying

50% L 50% =
. —— Integrated Skill Focus

User profile: information about
the current user of the platform

Co-funded by
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The 18 modules are arranged by focus
. but also by level. The darker
= =

background in the centre denotes
basic level, while lighter backgrounds
towards the outside denote more
advanced levels.

Click on any module and view the
learning resources it contains.

Social Skill Focus

] s
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©.®: Basics of cyber security

Welcome to the module: Phishing and other attacks. Ea Ch m O d u I e CO nta i nS fou r LeSSO n PI a n S
Open and complete the tasks below to complete the module. d e d i Cate d to t h at to p i c :

- You can access the Spoofy game here.

- You can download the Nabbovaldo game from the Google Play
Store for Android here.

- You can download the Nabbovaldo game from the App Store for
iOS here.

- Introduction
- Game Based Learning

- Comsoldation
] Lesson plan - Basics of cyber security

- Assessment

Target age range: 8-13.

This lesson plan helps teachers planning a lesson about how to deal with basics of cyber security, using

PA— You can open and print the Lesson Plan.

Basics of cyber security - Lesson plan 1 @

Modules can also include links to games,
video tutorials and other resources.

Basics of cyber security - Lesson plan 2
Basics of cyber security - Lesson plan 3
Basics of cyber security - Lesson plan 4

YouTube video - Ethical Hacking

Co-funded by

the European Union D -
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Lesson plan - Basics of cyber security

Target age range: 8-13

This lesson plan helps teachers planning a lesson about how to deal with basics of cyber security, using

the Spoofy game as main tool

Basics of cyber security - Lesson plan 1

Basics of cyber security - Lesson plan 2

Basics of cyber security - Lesson plan 3

Basics of cyber security - Lesson plan 4

YouTube video - Ethical Hacking

YouTube video - Big Data and Privacy

YouTube video - The Dark Web

Feedback form

Module
Basics of cyber security

Material used (Required)

Lesson plan + game
Traditional Lesson plan
Documents

Slides

Video

Please rate the following statements on a scale
from 1 (strongly disagree) to 5 (strongly agree)

there is a link to the
Feedback form. Here
teachers can rate the

The material was easy to integrate into my teaching (Required)

Strongly "
disagree Disagree Neutral Strongly agree

showed active ent (Required)

Strongly N
disagree Disagree Neutral Strongly agree

The learning objectives were achieved through the use of the material (Required)

Strongly
disagree Disagree Neutral Agree Strongly agree

The material could be flexibly adapted to my class's needs (fe

Strongly

disagree Neutral Strongly agree

Disagree

| plan to use this material again in the future (Requied)

Review module

Strongly .
disagree Disagree Neutral Strongly agree

SEHER
SUPER CYBER

== KIDS ===

At the end of each module

material they have used
and provide comments.

i
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Phishing threats
|
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SUPERCYBERKIDS
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Community items

£ Community items

SUPER CYBER
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This page contains the items suggested or
uploaded by members of the
SuperCyberKids user community.

You can:

- Add (upload or suggest) items about
cybersecurity you wish to share with the
community. These can be documents,
videos, links to games, lesson plans.

&P mesrucesrown

ol

Protect your data

- Search the platform’s entire database of
items about cybersecurity

Competencies v

m OllyOrange

Co-funded by
the European Union

Project numbe x000 oo




= Search function (1 of 2 il
SUPER CYBER ( ) SUPER CYBER
SEKIDS S
Click on Community Items in the navigation bar to Click here to sear;h the entire SuperCyberKids
display the set of resources suggested or uploaded by database Of Iearnlr?g resources on
the community of SuperCyberKids users. cybersecurity for kids aged 8-13.
;mi = R — En It De E B & ;@g Roberta

To facilitate exploration of the ontology, a prototype online tool has been produced that allows step-by-step navigation of the elements and relations the ontology expresses. Click here to access the online prototype tool.

1 + AddIitem
Age Language Domain Competences Type of material Smart search
All v All v All v All v All v Enter your search string @

Platform Items

L ——] Lot —— e —— e ——
R 0 R T R T R0
SUPER CYBER SUPER CYBER SUPER CYBER SUPER CYBER
S=KIDS == S=KIDS === SZEKIDS == S=KIDS ===
What is personal data? Anti-virus and other security applications Firewalls and Browsers Ways you can be attacked
Level: Advance Level: Advance Level: Advance Level: Intermediate

Co-funded by
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Search function (2 of 2)

You can filter you search using these search criteria: age, language, competence domain and related
competencies, type of resources

SUPER CYBER
ZZ=EKIDS ==

fay g@ﬁ Roberta _,

+ AddItem

UATA = [ Community ltems = 3 En It De Et 5]
SUPER CYBER
SEEKIDS =
To facilitate exploration of the ontology, a prototype online tool has been produced that alfows step-by-step navigation of the elements and relations the ontology expresses. Click here to access the online prototype tool.
\ 4
Age Language Domain Competences Type of resources Smart search
All N All v All v All v All Enter your search string

Platform Items

Anti-virus and other security applications Firewalls and Browsers Reporting and Recovering

Level: Advanced Level: Advanced Level: Core

Welcome to the module: Phishing and other attacks.Open and... Welcome to the module: Phishing and other attacks.Open and... Welcome to the module: Phishing and other attacks.Open and...
& Competences v & Competences v & Competences v

Understanding

Level: Intermedia
Welcome to the m

& Compete

Abusive Content

e

es

bdule: Phishing and other attacks.Open and...

v

Here you can type keywords for your search. The platform has Al-enhanced features that will
optimise the list of results you get from your search .

Co-funded by
the European Union
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Example of search
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™=
‘SUPER CYBER

FEKIDS ==

1 Community Items = &

To facilitate exploration of the ontology, a prototype online tool has been produced that allows step-by-step navigation of the elements and relations the ontology expresses. Click here to access the online prototype tool.

Age Language Domain Competences Type of resources
10-1 v All v Abusive Content v All v VAl
Document

Platform Iltems
Website

Digital Game
Board Game

Lesson Plan

Video
Reporting and Recoverny

Anti-virus and other security applications Firewalls and Browsers

Level: Advanced Level: Advanced Level: Core

Types of resources are:
-  Document

- Website

- Digital game

-  Board game

- Lesson plan

- Video

En It De

Smart search

Enter your search string

Et

DN
SUPER CYBER

== KIDS ===

Fa) E:@E Roberta “

Search Q

+ AddItem

Understanding Abusive Content

Level: Intermediate

Co-funded by

the European Union
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SUPER CYBER

SEKIDS ==

To facilitate exploration of the ontology, a prototype online tool has been produced that allows step-by-step navigation of the elements and relations the ontology expresses. Click here to access the online prototype tool.

Age Language
All v All
Platform ltems

L —]

DY

SUPER CYBER

Add item to the Community

R
10}0:
SUPER CYBER

== KIDS ===

Click here to upload or suggest an item
(document, lesson plan, video, game) about

cybersecurity.

™ 3 Community ltems = S En It De

Domain Competences Type of material Smart search

All v All v All v Enter your search string

& & @B Roberta o

il

+ Add Iltem

TEKIDS ===

What is personal data?

Level: Advance

Co-funded by
the European Union

e —
O O &)
SUPER CYBER SUPER CYBER SUPER CYBER
= KIDS === TEKIDS 2= TEKIDS ===
Anti-virus and other security applications Firewalls and Browsers Ways you can be attacked
Level: Advance Level: Advance Level: Intermediate
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Item Name

Item Description

Item Intended Learning Outcomes

Malicious code

[J) Develop and implement the correct
actions after a cyber security attack
Detect and act against suspicious e-

mails

Detect and implement actions against
basic cyber attacks

[ Use strategies to protect against cyber

Co-funded by
the European

NS Add item to share it with the Community

. Add an ltem X

Item Type Type of resources Style Of Lesson

External Link N Digital Game v Game-based learn v
Age Lang

10-1 ' English '
Item Url Repository Item Image

L
0%
Compila questo campo. @ ?;3

SUPER CYBER

[ SelectImage ]

Safety

[ Identify and protect against untrue
online information

O Use digital devices in a safe and
responsible way

) Develop and implement actions in order
to help oneself and other victims of
online threats

E—
=48 (A
SO8x
SUPER CYBER

== KIDS ===

As well as providing a name and short description, it's
helpful to add as many tags as possible to the item
you're suggesting or uploading.

* |tem Type (either a file or a link to an external
resource)

* type of resource (lesson plan, document, video,
game)

* style of lesson (game-based learning, traditional
classroom, other)

e age

* |language

* related cybersecurity competencies

] s
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Add item to playlist

SZ=KIDS ===

Item details

In the «card» showing the details of the item
added to the platform, you can select «Add
to playlist» to add this particular item to a
personal playlist of resources

Competencies

Malicious Code




L

Select or create a playlist

SZ=KIDS ===

Click here to create a new playlist.

Select a playlist

L =+ Newplaylist

Here you can view all the playlists
you have already created.

My first playlist

My special data Protection playlist

Privacy theme playlist w —

Finance playlist

Select one of them and click on
Confirm to add the new item to the
selected playlist.

E—
=48 (A
SO8x
SUPER CYBER

== KIDS ===
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fonT a
@ A © Platformitems B3 Community items = My Playlists & Profile En) 1t De Et 3] a & J‘jﬂ;::e_ v

Click here to view the items
you have uploaded or
suggested to the platform
(My items).

Stranger Danger Reloaded!

All access: privacy
Age: 6-10 3.0 Age: 14-18

Cybersecurity in Nabbovaldo

Age: 8-9
Lorem ipsum dolor sit amet consectetur. Magna Lorem ipsum dolor sit amet consectetur. Magna Lorem ipsum dolor sit amet consectetur. Magna
vestibulum accumsan ornare quam facilisi dictum vestibulum accumsan ornare quam facilisi dictum vestibulum accumsan ornare quam facilisi dictum
egestas. Massa proin donec pharetra viverra. Eu egestas. Massa proin donec pharetra viverra. Eu egestas. Massa proin donec pharetra viverra. Eu . .
velit senectus in ut. velit senectus in ut. velit senectus in ut. ( I I C k h e re to V I eW yo u r
[ PDF Document (® POF document [® Board game
.
playlists.
@ Competencies v @ Competencies v @ Competencies v

‘ janedoe_ & janedoe_ & janedoe_

Co-funded by
the European Union D -




S&EN~ View your profile

===KIDS = fos: e — commuitytors =yl (D B o0 @b
o =

SUPER CYBER
KIS T

%\

janedoe_

Poi Badges
1358 @ 2
Badges
e
Cyber specialist Perfectionist Super Cyber Kid Cyber
40 80 100 +200
Comp
mod
SCKitems progression
SCK Items
< S >
Ways you can be attacked 73
Phishing and other attacks 33

———
=48 (A
SO8x
SUPER CYBER
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Click here to view information related
to your profile.

Here you can

- upload a profile photo

- view the badges you have achieved
related to your progress in the
platform

- view the Platform items you have
browsed.
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© Platform items B Communi ity items = My Playlists & Profile Do @ Qa Jj“]:‘::'—
‘ Use the test to identify the initial level
'l — I l of knowledge of the whole class
= about topics related to cybersecurity

(initial test), and to monitor learning
progress (final test).

Click here to open the Knowledge
- Test about Cybersecurity

Social Skill Focus

] =
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An it asossment an nal assessmont aro avalabl 0 The Knowledge test is divided into 6 parts, one for each domain of
identify the initial level of knowledge of the classroom about . . . .. .
oo e 10 oy Gl ol o i competencies on cybersecurity identified by SuperCyberKids.

(Frauds, Malicious Code etc.) you want to carry out the initial
assessment or the learning success final assessment. At the end
of each test, you will receive feedback on how many questions
you have answered correctly. You can identify which areas
require more in-depth study.

Select the domain in which you want to test
the class's knowledge and then launch the
test.

Initial assessment - Malicious content

Final assessment - Malicious content

o 9
3 b1
! !

Click here to open the Final Assessment: you
AT can run this test at the end of classroom
activities to check students' learning progress.

Frauds

Safety

Preventing Techniques

I Data privacy and privacy awareness I : )




Knowledge test about Cybersecurity (3 of 5)
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Scenario: You've gone on a school trip today and you're going to a virtual escape room that you can enter using VR
glasses. You play against each other as a team and your team is Kaur, Tommaso, Lisa and Margrét. After you have
created your characters, you can start right away and enter the first room.

Topic: Unsafe Content
After you and your team enter the first room, you'll find various items and options for progressing to the next room.
In the virtual room a code is displayed, and you need to enter a combination of three letters. You've found three
pieces of paper with questions about online security; enter the correct letters from the answers and you'll be taken
to the next room.
You've found a website that offers music for free download.
You're unsure whether this is legal.

What should you do?

Module title: Basics of cyber security | M1 - Statement of competence: Ability to identify, discuss and explain unsafe content

Example of question and
You've gone on a school trip today and .
you're going to a virtual escape room that a n Swe rS I n t h e te St a b O u t

you can enter using VR glasses. You play
against each other as a team and your
team is Kaur, Tommaso, Lisa and Margrét. M I 1~1 C t t
After you have created your characters, a I C I O u S O n e n .
you can start right away and enter the

firet ranm._
Personalizza e controlla Google Chrome

Your chosen characters:

To.nmaso Margrét

Select the correct answer to each question

Download the music because it's free.

Leave the site and use a music platform you know is legal.

D the music and ask later whether it is legal to do this.

the European Union

Co-funded b’
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Knowledge test about Cybersecurity (4 of 5)
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R
@% Assessment - Abusive content ®

SUPER CYBER

At the end of the initial test,

Good attempt the results panel shows the

2/10 correct answers

You answered correctly 2 questions out of 10. number Of CorreCt answe rS
We recommend that you explore the learning resources the CIaSS haS give n ) and
related to Abusive Content. .

(when appropriate) a
recommendation to view
the related learning module.

AN Co-funded by

BRIl the European Union D -
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Assessment - Abusive content ®

Good attempt!

You completed the assessment.

2/10 correct answers

You answered correctly 2 questions out of 10.

We recommend that you explore the learning resources related to Abusive Content. =

© cunton At the end of the Final test

Lisa should make a screenshot of the offensive comments for evidence and then report them to the
gamemaster or someone in authority.& B) Lisa should report the comments to the gamemaster and

you will see all the correct

Whatis a patch?

answers to the questions in

In the scene in the video, Lisa, aged 11, receives insulting comments while playing a game. These
comments could be about her being a girl, how she looks, or how good she is at the game. Lisa isn't

sure how to react while continuing to enjoy the game. She's alone and has no immediate help M
available. (Multiple answers are possible) e e S I n g re e n CO l I l p a re
O Lisashould ignore the insulting comments and continue playing. t t h e r n g a n S e rS ( i n

Lisa should report the comments to the gamemaster and block the user who made the comments.

Lisa feels hurt and unsafe so she should leave the game, play a different one and just forget about it all
red).

L of the offensiv for evidence and them to th or
someone in authority.

® Question 2

Question 2

m ipsum dolor sit amet col

t eu. Sed velit semper ip:

e tincidunt pelle

Co-funded [ O Answerl }

the Europe [ vz ] D .

Answer 3
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